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Abstract—It has long been acknowledged that some appli-
cations feature inherent resilience against soft errors, e.g., the
impact of soft errors on multimedia applications is often non-
visible to humans. In this paper we investigate the inherent
resilience of two typical embedded applications using a case study
of a control system and a robot arm. Both studies were enabled
by our mixed-mode fault injection simulator ETISS-ML, which
allows RTL-accurate fault injection while being able to simulate
very long scenarios, e.g. robot movements of several seconds. Our
results indicate that full simulation of the embedded system and
its environment are required to classify whether the system can
tolerate the impact of a soft error. This is due to the fact that
it is hard to predict the impact of a certain output deviation
without investigating the change in the system behavior taking
into account the control loop. Based on this classification method
we hope to be able to exploit this resilience for lowering the cost
of error detection mechanisms in future research.

Index Terms—Soft error resilience, silent data corruption,
application resilience, safety critical embedded systems

I. INTRODUCTION

Embedded systems are increasingly being deployed in
safety-critical domains. Safety-critical systems are character-
ized as systems whose failure could cause catastrophic damage
to the surrounding environment [1]. Hence, designing them
for failure-free operation is a top priority. This entails design-
ing dedicated safety mechanisms, in addition to functional
components, which inadvertently leads to higher overhead
costs. Tailoring embedded-system design for safety-critical
domains, hence, poses a major technical challenge: to provide
adequate operational safety while still ensuring power and
cost efficiency. To achieve this, products in industries as
diverse as automotive, transportation, medical etc. are opting
for simpler commercial-off-the-shelf (COTS) platforms over
custom hardened ones for meeting their computing demands.
This is mainly attributed to embedded systems’ ever increasing
computational capabilities while still retaining their character-
istic benefits in terms of cost efficiency.

Radiation-induced soft errors [2] are considered to be a
major source of run time errors that could cause a safety-
critical embedded system (SCES) to fail. Furthermore, the soft
error rate is expected to rise with emerging HW architectures.
This is due to advanced technology scaling (in terms of device
geometries, operating voltages etc.) being employed to realize
faster power-efficient implementations. Soft errors manifest
themselves at system level as either detected, but unrecov-
erable errors (DUEs) or silent data corruptions (SDCs) [3].
Most COTS processors are equipped to handle DUEs. For
example, a watchdog timer (WDT), a commonplace safety
mechanism in these processors, can detect error scenarios
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that lead to SW being inactive for extended periods of
time. Similarly, a memory protection unit can detect illegal
memory accesses at run-time, thereby alerting the CPU via
an exception. Numerous studies have already been conducted
to investigate the impact of SDCs (e.g. [4], [5]). This has
helped to devise various solutions to tackle SDCs. Among
these, software implemented HW fault tolerance [6] (SIHFT) is
highly attractive for SCES, due to minimal HW requirements
[7]. The key design philosophy behind SIHFT has, until now,
been to yield maximum, if not perfect, coverage of SDCs
with only a secondary focus on incurred overheads. While
selective SIHFT variants have been suggested to trade-off
SDC coverage with run-time overheads [8], [9], the SDC
protection offered by them is deemed insufficient for safety-
critical operation.

Many embedded applications are designed under soft-
computing [10] semantics, in order to robustly handle unex-
pected conditions or noise when operating in harsh environ-
ments. They don’t require numerically perfect computations
for carrying out their functionality, but instead are able to
tolerate a certain amount of corruption in their data. Expressed
another way, these applications offer a certain amount of
inherent resilience. Our core insight is that by leveraging
such application-level resilience, more optimal design points
can be generated than those possible by relying solely on
state of the art SIHFT solutions. To further motivate this,
we present a soft error resilience comparison (in terms of
SDC coverage) between safety mechanisms A and B for a
hypothetical SCES scenario. Here, the shaded (gray) region
represents the potentially dangerous (failure-causing) SDCs,
while the unshaded (white) region reflects SDCs that are
considered safe as, due to application-level resilience, they
do not cause failures. Remaining SDCs are depicted as being
covered via employed safety mechanisms (like WDT, SIHFTs
etc.). As can be seen, even though A scores higher in terms of
overall SDC coverage, B is better in leveraging the inherent
resilience of the application because B covers more of the
potentially dangerous SDCs while A instead covers mostly
safe SDCs.



The concept of exploiting application resilience to improve
the design space exploration process for a specific domain
has been considered in the literature. For example, it has
been exploited in devising energy-efficient HW accelerators
specifically for machine-learning workloads [11], in devel-
oping optimized GPU-compute kernels for image-processing
applications [12], in improving yield of complex VLSI chips
for multimedia processing [13] etc. From a fault-tolerance
perspective, Thomas et al. [14] were among the first to
formally express application resilience by introducing the
notion of egregious data corruptions. Essentially, egregious
here refers to severe forms of SDCs to distinguish them from
the rest of the SDCs. Instead of conventional focus on SDC-
coverage, authors in [14] proposed to focus exclusively on
such potentially dangerous SDCs to generate more optimal
design points. However, they only demonstrated their method
by analyzing benchmark programs, which are not of interest
in the context of SCES operation.

We extend their concept of egregious SDCs to cover
complex, realistic embedded scenarios as well. For this we
consider current safety standards such as 1SO26262. In these
standards error impact is categorized as either potentially
dangerous or safe. A potentially dangerous error may violate
a so-called safety goal. When the application running on a
COTS platform is unknown, any SDC needs to be categorized
as potentially dangerous. In contrast, when the application
is known, then the error impact can be simulated and its
effect can be categorized based on its impact on the system
behavior. Our future goal is to demonstrate that distinguishing
between safe and dangerous SDCs will allow to reduce the
cost of protecting SCESs against failures by considering that
no protection against safe SDCs is required. The key point is
that one needs to simulate the system behavior to investigate
the application’s resilience. Just looking at the output deviation
is insufficient. This is demonstrated by two case studies.

II. SOURCES OF APPLICATION’S INHERENT RESILIENCE

Almost any embedded system can be modeled as a func-
tional entity that continuously senses the information from its
surrounding environment (inputs), processes it and afterwards
actuates to control some aspects of the environment (outputs).
Thus, any such system can entirely be (informally) described
by a sense-compute-actuate relationship forming a closed loop
with the physics of its environment (plant), herein referred
to as system-level behavior. An SCES specifies additional
safety goals (as part of the safety specification) that are
expressed in terms of this system behavior. We formulate
the application’s inherent resilience of a given SCES as: the
amount of deviation in its system-level behavior that it can
tolerate without violating any of its safety goals.

Soft-error-induced SDCs are at first glance all potentially
dangerous as they may corrupt system inputs, outputs or
system states. Based on this corruption, the system may violate
a safety goal due to unpredictable actuation. However, taking
application-resilience into consideration, some SDCs could be
deemed safe. This is motivated by the fact that there exist
also other sources of uncertainties in these systems e.g., noise
on the sensors may lead to different input-output behaviors.
Hence, these systems must be designed to not being reliant
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on numerically perfect computations in carrying out their
functionality, but instead they must be able to tolerate a certain
amount of noise. As long as the corruption of an SDC is
similar to such noise effects, the noise tolerance of the system
will assure it is safe.

Another major source of embedded applications is the
periodic execution of sense-compute-actuate tasks. When an
SDC leads to a corrupt output in the actuation, the system
behavior may deviate from the error-free behavior. Yet, in
the next sense step, this deviation is detected and the system
corrects for it. Sometimes the software just overwrites the
faulty command with a correct new one in the next step. For
example, when an SDC leads to a robot joint rotating in the
wrong direction, the sensors in the step motors would report
that the step counts are done in the incorrect direction. In
the next control step, the direction would be adapted, if the
software is designed accordingly. This may lead to small, yet
insignificant deviations from the error-free behavior.

We further illustrate this idea in Fig. 2 which shows an
abstract system representation of an SCES working within its
environment. Not all faults propagate to the outputs due to
a variety of masking effects at different layers. Additionally,
common safety mechanisms such as watchdogs or memory
detection would detect and handle DUEs. The errors that
propagate to the system outputs without being detected are
classified as SDCs. As highlighted, we can conceptualize
application resilience at the highest abstraction layer, as an
effect that has to take the sense-compute-actuate loop of
the embedded system as well as the physical behavior of
its environment into account. Based on the safety goals, the
SDC can be potentially dangerous or safe (tolerated due to
inherent resilience). Any design hardening mechanism (e.g.
SIHFTs) should target the potentially dangerous SDCs rather
than the entire SDC set to minimize the cost of providing fault
protection.



III. INVESTIGATING AN APPLICATION’S INHERENT
RESILIENCE

To investigate a given SCES’s inherent resilience in a
generic and systematic way, we propose to carry out fault
injection experiments combined with full-system simulation.
Full system simulation here means that we do not only simu-
late the embedded system and its software but also the physical
behavior of the system. This is essential as SDC impact cannot
always be classified from just the embedded software outputs.
For example, an SDC could be considered safe when the
corrupted value written by the software to an actuation output
differs less than 10% from the correct value. Yet, if such
a deviation occurs continuously for several actuation steps,
even such a “small” disturbance could become potentially
dangerous. Hence, our approach is to inject the fault and
trace the system’s physical behavior, e.g., the trajectory of the
movement of a robot in space. Based on the definition of the
inherent resilience, we compare the error-free trajectory with
the trajectory generated by the software under the influence of
the SDC. The deviation is classified based on the pre-defined
safety goals. As long as the trajectory is deemed safe in terms
of the safety goals, the SDC is classified as safe. This of course
can also depend on the mission profiles. Hence, in order to
result in meaningful statistics, the simulated scenarios should
represent the real use cases later executed by the embedded
system. This approach enables accurate investigation of the
impact of each of observed SDC on the system-level behavior
with respect to the pre-defined safety goals.

To illustrate this setup, we introduce two separate case-
studies from the embedded domain and show their inherent
resilience potential by applying our method.

IV. CASE STUDIES

We use SystemC / TLM modeling to implement virtual
prototypes (VPs) of the embedded systems in order to simulate
them in a full-system manner. The VPs are centered around
our ETISS-ML simulator [15] that provides the capability
to perform RTL-accurate fault injection experiments within
reasonable time. In this paper, we mainly focus on system-
level aspects of these VPs. Interested readers are referred to
prior works [15], [16] for further details regarding the VP
setup.

A. Adaptive Cruise Control (ACC) System

System Description. We simulate a road scene involving
two cars. In the chosen mission profile, both cars are set
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up to be moving at 20m/s in a particular direction with an
initial distance of 50 m between them. The ACC is configured
to drive its subject car at uniform speed while keeping a
safe distance of 40m from the preceding car. It comprises
an engine control unit (ECU), a throttle-actuator, and radar
and speed sensors as key components. The radar provides
updates on relative distance from the preceding car, while
the speed-sensor is used to measure the subject car’s speed
at a given point in time. The sensors are configured in the
ECU’s firmware to provide updated samples periodically in
time via interrupts. This sensory information is then used
as input by a fault-tolerant PI controller [17] task to send
appropriate control commands to the throttle (via the actuator),
in order to accelerate or decelerate the car as needed. The
control is updated every 10ms. This is a motivational and very
simplified setup, in which the ACC system relies on a simple
PI control law and the physics of the two cars are simulated
with a linear plant model. The real system behavior would
differ significantly due to the complex physics of the cars.
Additionally, the following car could use also the brakes to
control the distance, especially in emergency situations. Yet,
overall this setup gives an idea of the inherent resilience of
linear control tasks, which are still used commonplace in many
embedded systems.

We study soft error resilience of the ACC system that
is deployed inside the following car. The entire scene is
simulated for 15s.

System-level Behavior. Fig. 3 plots the throttle commands
(system outputs) along with the distance between the two cars
(system behavior) observed over time. As can be seen, the
spacing (right plot) varies from 50m to 30m in the ACC’s
transient phase, with the typical transient behavior of a linear
PI control. Afterwards, it quickly converges to the desired
spacing of 40 m. Likewise, the throttle plot (on the left) depicts
the controller being highly aggressive at the start with its
actuation. Over time the controller’s actuation saturates.

We define the system’s safety goal in terms of the physical
behavior. As long as the two cars either get too close or drift
too far away from each other, the system is deemed to have
compromised safety.

Impact of SDCs. We carry out an ETISS-ML fault-injection
campaign by injecting random RTL bitflips within the CPU
pipeline of the ECU. Bitflips can result not only from radi-
ation, but also from other fault sources such as crosstalk or
noise [18]. The FI targets the initial phase (0 — 3s) of the
scenario. Here, an SDC is reported if at any control-step, the
throttle command (i.e. system output) is found to be different
from expected (fault-free) scenario.

Afterwards, we investigate the reported SDC scenarios to
study their impact on the system-level behavior. The results are
plotted in Fig. 4 and Fig. 5. Here again we plot the system’s
output response on the left and its behavior response on the
right. As can be seen, the distance perturbations in Fig. 4 are
much smaller than in Fig. 5 and in spite of deviation from
the fault-free behavior, the system is still able to ensure safe
distance between the cars. This is possible due to inherent
resilience in the control algorithm to tackle noise. Fig. 5,
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however, depicts more severe forms of SDCs that lead to
unstable control responses, resulting in a violation of the
specified safety goals. For example, scenarios in which the
relative spacing goes below Om represent a crash leading
to injuries or even fatalities in the worst case. Naturally,
these scenarios show very high acceleration due to the linear
plant model, which would not be possible considering real
physics. Yet, clearly the control is de-stabilized leading to an
uncontrolled situation. We find roughly half of the observed
SDCs to be tolerated by the application, thus demonstrating
sufficient amount of inherent resilience. We expect a wide
variety of embedded linear control applications to show similar
resilience characteristics.

Revisiting Fig. 4, we see large deviations in throttle re-
sponse even when SDCs are found to be safe. In other words,
classifying SDCs into safe and dangerous classes based on the
throttle response, as per related work, would have resulted in a
much more conservative estimate of the application resilience.
Thus, our strategy for quantifying a given system’s inherent
resilience based on its physical behavior rather than its output
response, is further motivated.

B. Robot Arm System

System Description. We simulate a second case study of an
embedded industrial system, which controls a robot arm as
depicted in Fig. 6. The robot arm is further equipped with
motion sensors and drive motors at each of its four joints.
The controller (implemented as firmware) on an industrial
micro-controller estimates the robot arm’s current orientation
via sensory information at periodic steps. It executes a simple
motor control at each such step. The overall goal is to reach
a sequence of given positions in 3D space starting from an

83

2A-3

Fig. 6. A (virtual) robot arm
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Fig. 7. Robot arm: Trajectory in 3D Space (Error free reference run)

arbitrary initial location. For this, the robot control task has
two phases. First it computes the inverse kinematics of the
robot arm to derive the joint positions from the 3D position.
In the move phase it moves to the computed joint position by
controlling the motors. We simulate the movement scenario
for 20s.

System-level Behavior. Fig. 7 plots the 3D trajectory of the
robot arm in space for the fault-free scenario. As shown,
the robot arm first calibrates itself (goes to origin of its
frame-of-reference). Afterwards, it computes its final (desired)
orientation in order to reach the given 3D position solving the
inverse kinematic equations. Finally, it executes a move phase
(D curve in plot) to attain the target orientation by driving
the joint motors accordingly. Here, we define the safety of the
system to be compromised, if there is a significant deviation
from the trajectory as this could lead to (a) possible collisions
with objects in close proximity and / or (b) abrupt jerky
motions of the robot arm causing self-damage.

Impact of SDCs. We study the soft error susceptibility of the
robot arm controller using ETISS-ML. Here, we inject random
RTL bitflips inside the CPU pipeline during the move phase of
the simulated scenario. An SDC is reported for FI experiments
in which the sequence of motor actuation commands differs
from the one in the fault-free case.

Similar to the ACC study earlier, we also observe that not all
SDCs have dangerous effects on the robot arm’s system-level
behavior. However, the fraction of dangerous SDCs is found
to be significantly less (roughly by 10x). The corresponding



E
N

0.1

0.2

0.3
X (m) 04 0.5 0,08'

0.1 0.2

03
0.4
X (m) 05 45 0.00°

Fig. 9. Robot arm: Trajectory in 3D Space (For Dangerous SDC scenarios)

trajectory plots for safe and dangerous SDCs are shown in
Fig. 8 and Fig. 9 respectively. Notice however that as opposed
to the ACC case-study (Fig. 4), we see almost negligible
deviations for safe SDC scenarios here.

The robot arm’s better inherent resilience could well be
explained by its firmware having no explicit state during the
move phase except the final position computed in the previous
inverse kinematics phase. Due to this, a soft error’s corruption
often affects at most one iteration of the motor control, with
future motor control commands free from its effects. If the
movement changes within one iteration, it is corrected in
the next step as it is overwritten by a correct motor control
setting. In contrast, the ACC firmware possesses certain state
for the integral part of the PI control algorithm. A soft error
corrupting this state can potentially impact several control
steps. We believe this causes the higher soft error vulnerability.

V. CONCLUSION

In this paper, we investigated the inherent resilience po-
tential offered by realistic embedded applications in order to
reduce the fault tolerance overhead costs when deploying them
in a safety critical setting. We presented an improved method
for quantifying the application resilience based on analyzing
the impact of SDCs on the overall system behavior, thereby
motivating the need to combine fault injection simulation
frameworks with full-system simulation. We demonstrated the
benefits of our approach by applying them on two separate
representative case studies from the safety-critical embedded
domain.

2A-3

ACKNOWLEDGMENT

This work has been partially supported by the German

Federal Ministry of Education and Research (BMBF) in the
project SAFE4I under grant 011S17032.

REFERENCES

[1] J. C. Knight. Safety critical systems: challenges and directions. In Pro-
ceedings of the 24th International Conference on Software Engineering.
ICSE 2002, pages 547-550, May 2002.

[2] Norbert Seifert. Radiation-induced soft errors: A chip-level modeling
perspective. Foundations and Trends in Electronic Design Automation,
4(23):99-221, 2010.

[3] S. Rehman, M. Shafique, and J. Henkel. Reliable Software for Un-
reliable Hardware: A Cross Layer Perspective. Springer International
Publishing, 2016.

[4] S. S. Mukherjee, J. Emer, and S. K. Reinhardt. The soft error problem:
an architectural perspective. In 11th International Symposium on High-
Performance Computer Architecture, pages 243-247, Feb 2005.

[5] N.J. Wang, J. Quek, T. M. Rafacz, and S. J. Patel. Characterizing the
effects of transient faults on a high-performance processor pipeline. In
International Conference on Dependable Systems and Networks, pages
61-70, June 2004.

[6] Nahmsuk Oh. Software Implemented Hardware Fault Tolerance. PhD
thesis, Stanford, CA, USA, 2001. AAI3000076.

[7]1 E. Chielle, F. Rosa, G. S. Rodrigues, L. A. Tambara, J. Tonfat, E. Mac-
chione, F. Aguirre, N. Added, N. Medina, V. Aguiar, M. A. G. Silveira,
L. Ost, R. Reis, S. Cuenca-Asensi, and F. L. Kastensmidt. Reliability
on arm processors against soft errors through sihft techniques. /EEE
Transactions on Nuclear Science, 63(4):2208-2216, Aug 2016.

[8] G. A. Reis, J. Chang, D. I. August, R. Cohn, and S. S. Mukherjee.
Configurable transient fault detection via dynamic binary translation. In
2nd Workshop on Architectural Reliability, 2006.

[9]1 S. Rehman, M. Shafique, P. V. Aceituno, F. Kriebel, J. Chen, and

J. Henkel. Leveraging variable function resilience for selective software

reliability on unreliable hardware. In 2013 Design, Automation Test in

Europe Conference Exhibition (DATE), pages 1759-1764, March 2013.

Lotfi A. Zadeh. Soft computing and fuzzy logic. IEEE Softw., 11(6):48—

56, November 1994.

Z. Du, K. Palem, A. Lingamneni, O. Temam, Y. Chen, and C. Wu.

Leveraging the error resilience of machine-learning applications for

designing highly energy efficient accelerators. In 2014 19th Asia and

South Pacific Design Automation Conference (ASP-DAC), pages 201—

206, Jan 2014.

M. Samadi, J. Lee, D. A. Jamshidi, A. Hormati, and S. Mahlke. Sage:

Self-tuning approximation for graphics engines. In 2013 46th Annual

IEEE/ACM International Symposium on Microarchitecture (MICRO),

pages 13-24, Dec 2013.

M. A. Breuer. Multi-media applications and imprecise computation. In

8th Euromicro Conference on Digital System Design (DSD’05), pages

2-7, Aug 2005.

A. Thomas and K. Pattabiraman. Error detector placement for soft

computing applications. ACM Trans. Embed. Comput. Syst., 15(1):8:1—

8:25, January 2016.

D. Mueller-Gritschneder, U. Sharif, and U. Schlichtmann. Performance

and accuracy in soft-error resilience evaluation using the multi-level

processor simulator ETISS-ML. In Proceedings of the International

Conference on Computer-Aided Design, ICCAD ’18, pages 127:1—

127:8, November 2018.

D. Mueller-Gritschneder, M. Dittrich, J. Weinzierl, E. Cheng, S. Mitra,

and U. Schlichtmann. ETISS-ML: A multi-level instruction set simulator

with rtl-level fault injection support for the evaluation of cross-layer
resiliency techniques. In 2018 Design, Automation Test in Europe

Conference Exhibition (DATE), pages 609-612, March 2018.

D. Goswami, D. Mueller-Gritschneder, T. Basten, U. Schlichtmann, and

S. Chakraborty. Fault-tolerant embedded control systems for unreliable

hardware. In 2014 International Symposium on Integrated Circuits

(ISIC), pages 464467, Dec 2014.

A. Herkersdorf, H. Aliee, M. Engel, M. Glass, C. Gimmler-Dumont,

J. Henkel, V. B. Kleeberger, M. A. Kochte, J. M. Kuehn, D. Mueller-

Gritschneder, S. R. Nassif, H. Rauchfuss, W. Rosenstiel, U. Schlicht-

mann, M. Shafique, M. B. Tahoori, J. Teich, N. Wehn, C. Weis,

and H.-J. Wunderlich. Resilience articulation point (RAP): Cross-
layer dependability modeling for nanometer system-on-chip resilience.

Microelectronics Reliability, 54(6-7):1066-1074, 2014.

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

84




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
    /JPN <>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


